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Future of ERM - Book 2

Risk Intelligence

How Artificial Intelligence can transform Risk Management

Applying Machine Learning to:

Strategic Risk with Bayesian Game Theory
Financial Risk with Time Series Forecasting
Security Risk and Blockchain Trust Systems
OpRisk with Behavioural Analysis

Third Party Risk with Knowledge Graphs
Compliance Risk with NLP Text Analytics
Market Risk with Big Data & Clustering

Virtual & Augmented Reality for Training A8

Bayesian Decision Netwarks for risk-based decision-making

Gregory M. Carroll

RISK AWARENESS WEEK: #RAW2021| 2

Join The Global Initiative To Promote Risk Based Decision Making




Risk Intelligence:
How Al can transform Risk Management
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Al-based Risk Management




7 Risk Domains

* Financial Risk
 Third-party Risk
« Security Risk

» Operational Risk
» Market Risk

« Strategic Risk

» Compliance Risk
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The ERM Risk Landscape
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Al-based Risk Management
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Uncertainty is variation in outcomes
Variation caused by risk events
Scenarios Analysis identifies drivers
Measure drivers probabilistically
Manage risk by affecting drivers
Monitor drivers in real-time

Al advises how to adjust drivers



Risk Scenario

Use Scenario Analysis

Identify Best/Worst/likely outcomes
Identify pathway to outcome
Identify decision nodes

Identify points of divergence

Risk Drivers affecting each node

Current State

G0 RISk AWARENES S WEEK:

Join The Global Initiative To Promote Risk Based Decision Making

v S )
G« B B Potential
©
v el @ > ()
E 3§ = &5 2 ) Outcomes
) Q (o] e
= & g B e
9 8 %

Best Case

Improving Case

Likely Case

Deteriorating Case

Worst Case



Probabilistic Modelling of Risk

Related Session at RAW2021
12-Oct Forest fires and floods are not the same
12-Oct Using stochastic decision trees to quantify environmental risks

13-Oct The next phase of FrankenSME: The latest developments in combining expert
judgements

14-Oct Chancification goes live (up next)

14-Oct A Beginner's Path to Probabilistic Project Scheduling
15-Oct How to kill James Bond using Bayesian Inference
15-Oct Chance-Informed Healthcare Resource Management

34.1% 34.1%

in the Face of Pandemic Uncertainty
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Behaviour Analysis

Behaviour eats Strateqy for Breakfast




Behaviour Analysis

How are collaboration activities
changing?

What are the impacts of work-
life integration?

Are external relationships being
maintained?

Are employees engaged and
connected?

How are work patterns
evolving?

How can remote work
effectiveness be improved?
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Microsoft 365 Workplace Analytics Dashboard

@ Are employees engaged and connect

Note: this page focuses on only the last two weeks of the current and baseline time periods.
2 0 % of employees had NO manager 1:1 in the last two weeks
of the current time period

Baseline is 32%

Employees with no manager 1:1 meeting in the last 2 weeks

Exec Leadership _ 25%
Engineering _ 18%
Professional Servic... _ 10%

Why it matters

Managers are crucial in promoting a sense of community, transparency and team
engagement while employees are remotely working. Regular meetings with direct reports are
important to maintain trust, show empathy and help employees tackle challenges.

Microsoft Power Bl <

7 of 11

= Microsoft

8% of employees with less than 2 hours per week in small group

conversations in the last 2 weeks

Baseline is 25%

Distribution of employees by weekly hours of small group conversations

Finance m 21% 69%
Product Managem... 16% 3%
HR m 24% 64%
Exec Leadership | 8% 2%
Marketing | 11% 89%
Legal 16% 9%
Engineering 25% 63%
Professional Servic... I 6% 92%
0% 50% 100%
@ Less than 2 hours/week @ 2-4 hours/week  More than 4 hours/week
Why it matters

Strong peer relationships help employees stay connected to their teams. Feeling isolated has
been shown to cause up to a 21% decline in employee performance. Help employees maintain
strong employee connections through recreational meetings and instant messages, in addition
to regular work meetings.

> =

https://docs.microsoft.com/en-us/workplace-analytics/tutorials/power-bi-bc
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Identifying Groups and sub-cultures (influencers & insider risk)

Knowledge Graphs
- Entity relationships
« Clustering activity
« sub-communities
« Non-op comms
«  Vulnerability Points
- Sources of Stress
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Modelling Behaviour

* Probabilistic

e Use behaviour
frequency

* Value standard
deviations

* |nclude as risk drivers

S0 mskaAReNESS WEEK

Performance

Yerkes Dodson curve

Efficient Exhz:}]stion

Panic / Anger
r 4

Inactive <= Breakdown

\

Under perform  Peak  Overload  Burn out

Stress Level
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Sentiment Analysis

Using Cognitive Services and Text Analytics




Sentiment Analysis

Big 4 Al Service Providers

Cognitive Services

« Natural Language Processing (NLP)

* Text Analytics o L Google Cloud Platform
Cognitive Services

* Subject Classification

* Translation

LY
* Sentiment Analysis = - o 1T
iEaramazon
u¥ webservices
B\M Watson
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Scenario Demonstration




Technology Components

E——— e

*  Yammer - MSOffice Chat Channels
 Power Automate - automated Workflows
 Azure Cognitive Services - Text Analytics
e Sharepoint Lists - store history

e Qutlook - Notifications

 Power Bl - Visualisation Dashboard
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Microsoft Yammer

An enterprise social networking Chat service used
for private communication within organizations.




Yammer - Internal Chat

Set up Channel for:

CEO
Executives
Internal
Communities

engage employees
water-cooler talk
informal advice
|deas
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CE0 Connection v

CEO Connection Coctacen | @

Cormersations About  Fles Events

. Share samething with this community B ® &

M Comersdton: v

Chris Bortlik

Seen by
Yertercay at ST AN

What are we doing to fix our poor stock performance?

5 Liee (3 Comment 2 Shave Be the frit to ke ®a

. Wie a comment

Members 44

2eQO

Info Edit

Watch the Emplayes Q&A with Dan
on 15t Friday of esch month. from
900 AM to 10:00 AM PST {400 PM
to S00 PM UTQ) at

hitps//akams/Employestvent
How to ask a question:

1. Read through this group o see if
your question has slresdy been
#ed. i 50, vOte it up Dy liking or
commenting. 2. Don't see it? Post a
new queston,

3. Dan will answer questions based

on what's on most employees’
mindk

Pinned

[8] Employee Event

[¥1 Our lntranet



Monitoring Workflow




Power Automate - eWorkflow

g RISK AWARENESS WEEK:

< Monitor Sentiment of Yammer Posts to CEO Connection Group »

When there is a new message in a group

E Detect Sentiment

E Create item

Check if the comment is negative

I INPUTS

Expression result

true

Translate text

d
|

Send a push notification

Send an email



Demo Setup
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Technology Components

e Microsoft 365 E5

®*  Yammer, Office 365, SharePoint, Power Automate
®* 90 Developer account: https://developer.microsoft.com/en-us/microsoft-365/dev-
program

* Azure Cognitive Services
® Azure Free account: https://azure.microsoft.com/en-au/free/free-account-fag/
* Power Bl Pro
* Try Power Bl for free: https://powerbi.microsoft.com/en-us/getting-started-with-

power-bi/

®* Prorequired to embed in SharePoint, Teams or collaborate (interactive)

B
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Resources
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Tutorial Instructions

Identify sentiment of comments in a Yammer group by using Azure Cognitive
Services and Flow

Embed a report web part in SharePoint Online - Power Bl

Get Power Bl Desktop - Power Bl

Business continuity dashboard - Workplace Intelligence

Hands on with Al - Text Analytics
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Book Offer

~ Risk Intelligence

How Atrtificial Intelligence can transform Risk Management

Future of ERM - Book 2

isk Intelligence
How il neligence can transform Risk Management

Available at Amazon.com $34.99 RRP

3 Free Copies will be drawn from attendees

RAW?2021 Special 25% off ($26.25):

https://futureoferm.com/RAW?2021 follow
link to bookshop and enter coupon code
RAW?2021
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Contact Information

Gregory M. Carroll

Email:
gcarroll@aiinsights.com.au

LinkedlIn:
http://www.linkedin.com/in/gregorymcarroll

Website:
https://futureoferm.com/
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